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IWhat [s RiskPoynt?

* Acquired by Prometheus Group in 2022

* CRV / Barrier management software

* Cloud-deployed visualization tool, 100% Saa$

* EHS solution that pairs well with APM (Asset Performance Monitoring),
Permit to Work (ePas), Planning & Scheduling, Mobility/Operator Rounds

* Operating since 2011, Over 190 Oil and Gas Facilities with >100
more new sites being added with ongoing projects
* Covering the hydrocarbon value chain from Upstream offshore platforms

and FPSO facilities, through Midstream collection and processing facilities
and transmission pipelines, to Downstream processing and LNG plants
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‘ Why Have RiskPoynt?
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I Major Accident Hazard Prevention!

* Barrier management is about major accident hazard prevention

 Systems are designed to visualize integrity, allowing operators to
Gain Control and Operate Safely

* Barrier management reduces the likelihood of major accidents
occurring and improves communication on major accident
hazards and cumulative risk




IWhat [s a Major Accident Hazard (MAH)?

A source of danger that has the potential to cause a major
incident, whether that involves multiple fatalities and/ or
significant damage to plant, equipment, or the environment

Piper Alpha

Macondo

Ocean Ranger




IWhat [s a Barrier?

Barriers are functional groupings of safeguards which the system
visualizes the ‘Fit for Service’ using Red / / Green coded
‘Swiss Cheese’ barriers identifying the conditions and
accumulative risk status within the operational hierarchy.

Barrier Management means the effective monitoring, evaluation
and management of operational risk across the portfolio of
complex integrated facilitates ensuring people, plant and process
are ‘fit for service.




IWhat [s a Barrier?

Barriers are organized by their function. Prevention barriers are to the left
and escalation and protection are to the right. Barriers function independent
of each other but a lineup of degraded barriers means an increase in MAH

potential.
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IWhat [s a Barrier?

Aststep 2nd step Srd step _4th step
RiskPoynt enhances understanding of [ ey sconaros Barr mapping oynamic managemant
specific scenarios and provides clear == 182531,
T . i - LOPA — _ oo
indication that the safeguards (risk-
control measures) are in place and o TRRERT TOF EVERT CONSEQUENCE
Y L7
performing properly. ﬂ:;‘:?_““r']deft > ‘--|~--‘|--‘|--:""|"'|"-|‘--';.,
;;_‘f'*_l sie frjj e PREVENTIVE RECOVERY
L CONTROL CONTROL
NORMAL ABNORMAL EMERGENCY
health (effectiveness) and
Preventive Control: Any device, system or action capable of disrupting the chain of l E"‘ﬂhab”ith‘
o oy o . events after the scemario initial cause, aveiding the event (possible lost of RN -
importance (criticality) of these containment); N ’ frequency
safeguards to support the decision- Severty or the scerari does ot EScalate 1o an SChaL WTPAct (T COnSEQUENcEs) Corseqerc
maki ng ® Must have independence, integrifty, reliability, auditability (IPL - Independent Protection Layer)
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Likelihood x Severity = Risk

Max. tolerable risk for workers
103 /y (1 in 1,000/yr)

Max. tolerable risk for public
104 /vy (1 in 10,000/yr)

Broadly acceptable risk below
10° /y (1 in 1,000,000/yr)
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http://search.coolclips.com/media/?D=envi0122
http://search.coolclips.com/media/?D=tran0601

What Is Cumulative Risk?
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IWhat [s Cumulative Risk?
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IWhat [s Cumulative Risk?
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IWhat [s Cumulative Risk?
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IThe Result

Companies that use Barrier Management:

* Lower likelihood of MAH events occurring
 Align to international standards (IOGP)

* Use facts to decide prioritization changes, targeting
work on equipment that keeps the operator safe

* Broaden communication on operational risks so all
personnel are aware of the condition of the facility

* Promote and foster a culture of safe operations and
inclusion — everyone has a part to play in safety

* Measurable success in barrier condition over time

PROMETHEUS GROUP | s

Safer operations improve production
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HAZOP and LOPA Functions
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I Defining The Process

Periodic Safety Reviews
Safety Reviews,

Process Hazard (HAZOP) Reviews

Barrier Assurance
Activities
e WMS

e Tech. Authority
* ICP/IVB input

Daily / weekly /
monthly
Operational Risk

Assessment
* Mitigation measures
° Asset risk assessment teams
e - Tech. Authority review
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- Justification of basis for continued safe operation
- Management review and approval
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I RiskPoynt HAZOP/ LOPA to Bowtie Integration

* Reduce time to implement RiskPoynt

* Rapidly convert legacy HAZOP/LOPA studies into operational Bowties
for CRV consumption

* Smart scanning of HAZOP studies
* Uses fuzzy logic, identifies equipment, keywords, etc.
* Automatically drafting Bowties

* Electronic scanning of P&ID's
* Allowing markup of nodes and digitization of equipment data
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IP&ID Markup & Node Definition
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I Many Ditferent HAZOP Formats
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I Mapping HAZOP to Bowtie
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I Outcome - Operational Bow Tie
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HAZOP/LOPA With RiskPoynt
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High Level Overview
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I RiskPoynt Offering

* HAZOP, LOPA, and Bowtie integrated within one application
* ‘Drag & Drop’ user interface for HAZOP & LOPA creation
* Instant generation of Bowtie from HAZOP

* Real-time operational status of Bowtie, based on existing RiskPoynt
Cumulative Risk principles

* Configurable bowtie degradation ruleset, based on simple ‘pass-
through’ RAG or complex Initiating event frequency / Probability of
Failure on Dement (PFD) calculations

* Traceability of impact of MOC / ERP etc. from Bowtie back to HAZOP
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I Benetfits to Operators

* During the HAZOP workshop, causes, consequences, etc. are codified to
allow automatic creation of Bowtie

* Creating LOPA from HAZOP when safeguards are out of tolerance

* Creating Bowties from HAZOPs is no longer a time-consuming manual
review process

* Integrated solution means any changes to equipment are managed
through the entire process

e Cumulative risk to the operator can be visualized at specific ‘top event’ /
Major Accident Hazard level e.g. Loss of Containment (Gas Compression)

* Executive dashboard of ‘Major Accident Hazard’ status traceable back to
Safety Case

e Relationship between MAH and Equipment status- which degraded
equipment is impacting the MAH and why?
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I Codification During Scribing
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#Protection System ALARP?
® e -]
I P3-B 12141
Safeguard for Consequence 1.1.1.1 £
I z%ﬁ%g{gﬁ% #n?c?l'teeclgg? S‘f'étﬁrsngu 4 Loms People [f§ Environment [_] Asset [ Reputation ]
I Debutaniser OVRHD to FWH VIv# eauirements
- B Referenced
Equipment
I 12112
on/oii valve which #Jet Fire
#Protection System test text
P [=]
I P3-B 12121
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ICreation LOPA From HAZOP Consequence

S m RiskPoynt Barrier Model (CRV)

EEE Study Description Documents % Sessions @ HAZOP % Approvals ﬁ Settings

Node Hazop Study Node 001

= Conseguence

@ 11111

o

Conzequence of Cause 1.1.1
Nitgrogen Fire #Loss of Process
Containment and #Jet Fire #

11412

Conzequence of Cause 1.1.1
Mitgrogen Fire #Loss of Process
Containment and #Jet Fire #
A4-C

11.14.21

Consequence of Cause 1.1.1
Nitgrogen Fire #Loss of Process
Containment and #Jet Fire

11122

= Initiating Event

@—»

®—

O—>

111114

Initialing Event 1
Cause for
Deviation 1.1

1.1.4.1.24

Initialing Event 1
Cause for
Deviation 1.1

111214

Initialing Event 1

004
ebutaniser OVRHD to FWH Viv
@on/off valve @C-15004
Debutaniser OVRHD to FWH Viv
conirol loop failure

111221

Equipment

*, Refresh Data

=/ IE PFD

@—

=]

H—>

@—>

111111

1.00E-02

144121

1.00E-02

114211

1.00E-03

111221

=l1PL

111111

Safeguard for Consequence 1.1.1.1
#Drop Object #Detection Systems

and make this more text

({@C-15004 Debutaniser OVRHD to FWH
PFD:  1.0000E-02

111112

on/off valve which #Jet Fire
rotection System test text
PFD: 1.0000E-04

111113

description this is the new
barrier
PFD: 1.0000E-03

1.1.4.1.24

Safeguard for Consequence 1.1.1.1
#Drop Object #Detection Systems

and make this more text

@C-15004 Debutaniser OVRHD to FWH
PFD:  1.0000E-02

111122

on/off valve which #Jet Fire
rotection System test text
PFD: 1.0000E-04

114214

(@on/off valve which #Jet Fire
#Protection System test text
PFD: 1.0000E-04

111212

Safeguard for Consaquence 1.1.1.1
#Drop Object #Detection Systems

and make this more text

(@C-15004 Debutaniser OVRHD to FWH
PFD: 1.0000E-02

111221

[u]

[=]

[u]

[u]

a4d 43 |+

v O

Kiosk Mode L]

View report H View Bow Tie l

* Build Bow Tie

- IPLPFD

1.00E-02

1.00E-04

1.00E-03

1.00E-02

1.00E-04

1.00E-04

1.00E-02

Q4d WO [+

d4d SHH [+

= Calculated Results

@ ¢ o s 004

1111414

Consequence PEAR : P3-C

Calculated Achieved PEAR - P3-A,
Calculated Achieved PFD :  1.0000E-11,
Target PFD :  1.0000E-01

Whats This | Dats Analysis Dashboard ManageData  Refresh
Properties
Parameter Value
Identity 11111
Description Consequence of Cause 111 Nitgrogen Fire #Loss of
Process Containment and £Jet Fire #
Consequence Ranking P3-C
Target Ranking 4D
Target PFD 1.0000E-01
Achieved Ranking [
Achieved PFD 1.0000€-11
Target ALARP?

Required Risk Reduction
Required Risk Reduction 0
Factor

Overall Risk Reduction 0
Factor

11142

Consequence PEAR © A4-C

Calculated Achieved PFD :  1.0000E-08,
Target PFD :  1.0000E-01

[’ Calculated Achieved PEAR - Ad-A|

11424

Consequence PEAR : P3-B,

Calculated Achieved PEAR : P3-A,
Calculated Achieved PFD :  1.0000E-09,
Target PFD :  1.0000E-01

I1.1.|2.2

Warkings

F = E(IEFs x P, x PFD, x PFD; x PFD,) x P, x PFDpys

IEF = Initioting Event Frequency
PFD, = Probability of Failure on Demand for Vlid Borriers
{n being the total number of valid barriers for sach IE]

MD, = Probobility of Failure on Demand for Valid Borriers on the right hand side of the bowtie
P,=  Enabling Foctor

P= Condsional Modifiers)

I= The Sum of {IEF x PFDs) as required

Condition Modifier 1.00E+00

IE. IPL, EF 1.0000€-11

Right Hand Side 1.0000E+00
« Close
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ICreation Bow Ties From HAZOP

ﬂ RiskPoynt Barrier Model (CRV)

Kiosk Mode L]

EI Study Description g]l Documents % Sessions @ HAZOR % Approvals } Sertings

Node Hazop Study Node 001 !

Equipment

© Refresh Data

- CauseFreg = Cormazuance

SP3A,
1.0000E-11,

Hazop to

RiskPoynt
Bowtie

CA4A,
1.0000E-08,

I
Block valve on inlet or outlet of
AC-302 Plant 1 Amine Air Cooler Each compressos has P51
L .
External fire near F-300, AC-302, -30201, st a1 1440 pis
| and T-301 ot LD
I
SDV-30000 malfunctioas dlosed Discharge PSV sized for biocked e - P3-A,
g multple plants 1.0000E-09,
SOV d — — Dischasge PSV sized for blicked
while runaing single plant

What's This

g O 0
ManageData  Refresh  Help

Data Analysis Dashboard

I Properties
s of Vaue
Identity 1111

Description Consequence of Cause 111 Nitgrogen Fire #Loss of

Process Containment and £Jet Fire #

Consequence Ranking P3-C

Target Ranking 4D

Target PFD 1.0000E-01

Achieved Ranking [
Achieved PFD 1.0000€-11

Target ALARP?

Required Risk Reduction

Required Risk Reduction 0
Factor

Overall Risk Reduction 0
Factor

Warkings

F = E(IEFs x P, x PFD, x PFD; x PFD,) x P, x PFDpys

IEF = (Initioting Event Frequency
PFD, = Probability of Failure on Demand for Vlid Borriers
{n being the total number of valid barriers for sach IE]
MD, = Probobility of Failure on Demand for Valid Borriers on the right hand side of the bowtie
P,=  Enabling Factor
Po=  Condsional Modifierfs)
I= The Sum of {IEF x PFDs) as required

Condition Modifier 1.00E+00
IE IPL, EF 1.0000€-11
Right Hand Side 1.0000E+00

» Close
4
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IScreen Images - Demonstration

© [&] RiskPOYNT : O 00% & 6 o O 049

KPl  WhatsThis DalaAnalysis Dashboard ManageDala Refresh  Help  Log Out

CLOSE . . .
SITE : HVM-CGP1; Date: 30-May-2023
UK English v NODE 1 LOSS OF PROCESS CONTAINMENT
Show Residual || (%) Filters
30-May-2023 E O Zoom to fit || @ Expand/Coliapse
. |
Deck Images Block valve on inlet or outlet of ; <
AC-302 Plant #1 Amine Air Cooler Each compressor has PSHH Dischaige Ps:uT;tm fsBloxked
left closed :
b AUSTRALIA
b AUSTRIA
b KAZAKHSTAN
External fire near F-300, AC-302, PSV-30201, set at 1440 psig on -
b MEW_ZEALAND and T-301 AC-302 RHS Barrier
b ROMAMNIA
b TUMISIA
I
P UK
SDV-30000 malfunctions closed Discharge PSV sized for blocked .
4 UsA while running multiple plants outlet. B
» DEERPARK
» GOM
¢ FAWKVILLE 5DV-30000 malfunctions closed Dischi PS5V sized for blocked
= | = ischarge sized for blod
» HVM-CGP1 il - ingle plant Each compressor has PSHH RHS Barrier outlet
o —
E SUMMARY D:ﬂ REFORTS @ RISK RECORDS @ RECOVERY ACTIONS ;‘1 CONSOLIDATED SCEVIEW ¢ — SCECONDITION l:‘ BARRIER MATRIX U@ PASSING VALVES @ RELIABILITY E<|’ CONTROL ACTIOMS g‘ﬂ DOCUMENTS @ STATUS QF SCEMNARIOS
% INHIBIT/OVERRIDE
Barrier PSCODE - Reference " Details - Mitigation Control - Recovery Plan v Actionee w Raised Date v Target Date v
I SI001 € | HCp-23-00001 (PS) BP Demo test RA test mitigation test recovery 02-Mar-2023 :
o | 4| * | » 10 ¥ | items per page - 1 of 1items
RiskPoynt Version 6.2.10 (¢} Prometheus Group 2022 User MOSTERTM: Last Login 09-MAY-2023 07:33:20 UTC-6
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IScreen Images — Demonstration

© (4] RiskPOYNT P 0% & O g O O d

Helix Kiosk Mode KP1 Whal's This  Dala Analysis Dashboard Manage Data  Refresh Help Log Out

CLosE SITE : HYM-CGP1: Date: 30-Mav-2023
UK English v X

PSV-30201, set at 1440 psig on AC-302

30-May-2023 B | | psv-30201, set at 1440 psig on AC-302 fit || @ Expand/Coliapse

Deck Images

Initiating Event Normal Risk Abnormal Risk Mitigated Risk
b AUSTRALIA
b AUSTRIA - -
b KAZAKHSTAM |Export to Excel
::;ﬁfl‘::LAND ECU':Z'&N Y e Equipment Name - czze ’ LI v| Emerme. :r\ef\- ; ?::r M e gcosr T M v O::E::Cue ) C:lTnt ” P;z;ig : Copjr‘: ;
b TUMISIA

PSV-30201 Gas Air Cooler AC- Risk Assessments (RA] Count

4 UsA
» DEERPARK 4| 4| > | M N
b GOM

@

4 HAWKVILLE
r HVM-CGP1

SCEMARIOS

e T S = TocTeTCT = Troromy 7 T T = TyTToT = = T = roTo T - orget Date v

51 51001 € | Hep-23-00001 (PS) BP Demao test RA test mitigation test recovery 02-Mar-2023

4

@ |« » »| |10 ¥

RiskPoynt Version 6.2.10 (¢} Prometheus Group 2022

User MOSTERTA: Last Login 09-MAY-2023 07:53:20 UTC-8
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IManage Change in the Process End to End

* Impacts from MOCs, etc. can instantly be seen on Bowtie and Hazop

* Obsolete Hazops can be identified where MOC/ERP modification to plant
or operating envelope has occurred

* RiskPoynt already has full register of operational impacts; work orders,
MOC s, Risk Assessment, etc., so these can be used to show operational
status of Bowties

Recommendation

Outcomes

MOC — Changes to — O ... 'ﬁ/

Process ’ q > : - ﬁ

= .
Up to Date CRV
; Change Management Checl:l)(I'O:\Chang?s pStructures
= Processin RiskPoynt Republish Bow Ties

Review HAZOPs

ERP— Changes in
Equipment
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Benetfits to Operators

e Executive Dashboard - * Relationship between MAH and Equipment status

&[] RiskPoynt Barrier Model (CRV)

5 [&] RiskPoynt Barrier Model (CRV) oo e 0 8 00

T Marageem  Rebesn bt Logut

Data Analytics e, = Data Analytics

g e (I # comosuon

LKELIHOOD

4 Asset Namber; J0100F.FAINMCC.01.22

4 Asset Number: 30

£ Asset Number: 30

4 Asset Number: 30100F FEDN.PNN.22.10

e Cumulative Risk Visualize by Specific Top Event

© [&] RiskPoynt Barrier Model (CRV)

Bowtie Summary View: FPSO ; Date: 01/04/2023 + Avset M J0100F FSAQMBBO1.01
........ e - —
e = s — + Aumet Nambi: 301006 PURVURV434,10.01
= 5 e r——
Lo & PO«
o4 Lo o 5 ==
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Questions?

38



PPPPPPPPPPPPPPP |
CONFER

mC
ZW

Om

mA

Thank You
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CONFERENCE

Michael Mostert
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